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Law Enforcement Information Handout

Prepared by MySpace.com 02/06/2006
Mailing Address:

Custodian of Records

MySpace.com

1333 2nd Street, First Floor

Santa Monica, CA 90401

Email Address:

lawenforcement@MySpace.com

Telephone Numbers:

Phone: 310.917.4945
Fax:     310.394.4180

Overview of MySpace.com

MySpace.com is a free, online community, where millions of individuals create individual ‘web page profile’, and communicate easily with other users. 

We recommend creating an account to understand the full functionality of the site. Users create profiles for themselves, in which they can upload images, post journal entries (“blogs”), post comments on their friends’ profiles, and send private messages to other MySpace.com members. You can add/be added to a ‘Friends List’, in which all people on your Friends List will show up on your profile page (and conversely, you will show up on their profile pages). 

Information Collected at Signup

Here are screenshots of how a user creates an account. Please note that this is all the information we collect about a user during sign up:
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Available Information

Most profile information is publicly viewable and available. Publicly available information includes journal entries (in most cases), images, user comments, and public profile information.

In order to make an electronic copy of the profile, save the webpage(s) and files on your own computer. Do this before it gets modified or deleted. While viewing the profile in question, click your browser’s File (in the upper left-hand corner) then click ‘Save As’. Make sure to do the same for all journal entries and the image gallery.

To request the following information from MySpace.com, we require a subpoena/search warrant:

-IP logs (recorded at time of login)

-Dates and times of login (PST)

-Subscriber information (which provides Email address, Zip code, Name and more)
-Private Messages

Please note that all information above is not necessarily accurate. Users do not need to confirm their email address, nor provide verified information. Users may also fake IP addresses if they use a proxy.  

Please note that we do not have street address or credit card information. MySpace.com is a free site and does not require credit card use at any time.

Length of time MySpace.com retains records 

Active Accounts

Data/Images on an active account

MySpace.com does not retain information that is altered/removed on an active profile. Once a change is made, existing information is overwritten. 

IP Logs

IP Logs are available for up to ninety days after a user’s last login.
Private Messages in an active account

Private messages are messages sent over the internal MySpace.com system. They are not email, as they do not go from one mail server to another, nor do they have email header information. Therefore, please ensure to use the term ‘private messages’ in the court paper language.

User’s Inbox – Retained until user removes them. We cannot recover that message unless it is in another user’s Sent Mail.

Sent Mail – Retained for 14 days.

Trash Mail – Retained 30 days or less. Users can empty their trash at any time.

Deleted Accounts

No mail is available for deleted accounts.

User ID, IP Address, Login date stamps are retained for up to 90 days after account deletion. 

Profile information is available for up to ten days after account deletion.

Non Account Information

We retain classified ad information for up to 7 days.

Preserving an account

A letter of preservation can be faxed to MySpace.com. Please note the following regarding preserved accounts:

-They are still publicly viewable

-The user will not be able to log into the account

-We can only preserve a currently active (non-deleted) account

-Information in the Sent Mail/Trash can is still subject to automatic deletion.

If restricting the user’s access to the profile will impede an investigation, you can request that private messages be output to flat file for preservation before a subpoena is served.

Court Order/Subpoena Language

The time will come when you need to draft a subpoena in order to request private information. MySpace.com has millions of users – you MUST state the ‘FriendID’ in the subpoena of the account(s) you need information for. The FriendID can be located in the web address of the profile in question. 

Example of FriendID for Tom’s profile:

http://www.myspace.com/index.cfm?fuseaction=user.viewProfile&friendID=6221&Mytoken=20050518161358
The above FriendID in this example is ‘6221’. This allows us to locate the profile. If the profile appears as ‘MySpace.com/Tom’, click on the ‘View More Pics’ link. This will display the following link:

http://viewmorepics.myspace.com/index.cfm?fuseaction=user.viewPicture&friendID=6221&friendName=Tom&Mytoken=20050829192700
The FriendID can then be located in the URL.

When requesting information, please use the following exact phrases for whichever parts of information you need:
-“Email Address”

-“IP Logs” (which includes the datestamps of the IP logs at login)

-“Private messages in the user’s Inbox, Trash and Sent Mail”

Please be as specific as possible in the subpoena as to what information you are requesting. 
For example, “Request for FriendID 6221 IP logs and subscriber information for 5/14/2004-6/16/2005.”

The preferred way to transmit requested data is via E-mail, as it will be in an Excel spreadsheet. Therefore, if possible, specify on the subpoena document the email address results can be sent to.

MySpace.com will accept subpoenas delivered by fax or mail.  We also respond to out-of-state subpoenas.

Deciphering the information sent from MySpace.com

Please note that our preferred method of data transmission is via email. We will send it in an excel format, and have the data in separate tabs in the spreadsheet. Please always check for different tabs on the bottom of the spreadsheet if you can not locate all your requested data.

Email Address

Please note that an email address consists of two parts: A username and then the domain that hosts the email accounts. 

Example: Abuse@MySpace.com
‘Abuse’ is the username and all information after the ‘@’ would belong to the domain (which is MySpace.com). Therefore, you would want to contact MySpace.com to make inquires about the username ‘Abuse’. 

IP Logs

IP Logs also include a date stamp. All IP logs are Pacific Standard Time zone.

Example: 67.134.143.254 08/22/2005 3:15 PM PST

You can find out which Internet Service Provider the IP address belongs to by going to a Reverse DNS site, such as http://www.whois.sc and entering the IP address into a search field.

The example in question generated this as the following result:

Qwest Communications QWEST-BLKS-5 (NET-67-128-0-0-1)

67.128.0.0 - 67.135.255.255

That means the IP address belongs to Qwest Communications. You will then need to contact Qwest Communications to see what individual or company was using that IP address at that date and time. 

Private Messages

There will be two separate tabs on the bottom of the Excel spreadsheet for the Private Messages. One is the ‘Sent From User’ and the other is ‘To User’. These are messages that are sent from the user in question to other users and that are located in the user’s “Sent Mail” records, and messages from other users to the user in question that are located in the user’s “Inbox” records.  

. 

The spreadsheet for private messages will have the following five headers:

ToUserid
FromUserid
Subject
                   Body
                 CreatedDate

ToUserid is the User ID of the account the message is sent to.

FromUserid is the User ID of the account the messages is sent from.

Subject is the subject line of the message in question.

Body is the actual content of the message.

CreatedDate is the date stamp of the message.

Example:

ToUserid
FromUserid
       Subject
                   

6221
           222345245322
       RE: Welcome to MySpace.com    

Body

Thank you Tom for the welcome!

 ----------------- Original Message -----------------  

From: <A HREF='http://www.myspace.com/index.cfm?fuseaction=user.viewProfile&friendID=6221&Mytoken=20050423222742'>Tom</a>  Date: Apr 23, 2005 4:49 PM    

Hi, My name is Tom! Welcome to MySpace

CreatedDate
4/23/2005 22:29

Please note the ‘----------------- Original Message ----------------- ‘ in the body of the message and the ‘Re’ (as in Reply) in the subject line shows that the user in question is responding to an existing private message sent to them. The responded email shows who the original sender is, as well as the time and date sent.

Sample Forms
Sample Subpoena 

Example of a Subpoena Duces Tecum:

IN THE SUPERIOR COURT OF THE STATE OF ARIZONA

IN AND FOR THE COUNTY OF WIDGETVILLE

In the Matter of the Appearance 



Subpoena Number

and Attendance Before the Grand Jury


Subpoena Duces Tecum

The State of Arizona, to:




MySpace.com









ATTN: Custodian of Records









1333 2nd St, First Floor










Santa Monica, CA 90401









Phone: 310 917 4949 x8









Fax:
310 394 4180

You are hereby commanded pursuant to appear before the inquest of the Grand Jury which will be in session in the above-entitled court, by coming to (Address of the Court house) on the 14th  day of December, 2005, at the hour of 9:00 a.m., to testify and give evidence in all such matters and things as may be there inquired of you; and to act on hearings of said Grand Jury until by them excused, and to bring with you:

1) IP Logs (recorded at time of login) for Friend ID ######

2) Dates and times of login (PST) for Friend ID ######

3) Subscriber information for Friend ID ######

4) Private messages in the user’s inbox, trash and sent mail for Friend ID ######

Compliance may be made either on the specified date by delivery to the Grand Jury or prior to that date by delivery to (Your Name), (Address), (Phone and Fax), (EMAIL ADDRESS), hereby made an agent of the Grand Jury in the pending investigation to which the subpoenaed items related for the purpose of receiving, examining and maintaining said items.

You are cautioned that disclosure of any matter attending a Grand Jury proceeding, including disclosure of your receipt of or compliance with this subpoena, is a crime.

Of this, fail not, under penalty for contempt of the court.

Witness my Hand and Seal of said Court this 30th day of November, 2005.




Clerk of the Superior Court
Sample Preservation Request Letter

(Must be on your Department Letterhead)

Custodian of Records

MySpace.com

1333 2nd Street, First Floor

Santa Monica, CA 90401

Re:  Preservation Request

Dear Custodian of Records:

The below listed account/profile is the subject of an ongoing criminal investigation at this agency, and it is requested that said account/profile and all related records, communications and data, and any other information contained therein, be preserved pending the issuance of a search warrant or other legal process. (Specify any information you may want here, see suggested wording for subpoena and warrant requests above.) I understand that MySpace.com will lock the profile/account in question, thereby rendering the account inaccessible to its owner.

Profile URL:

FriendID:

If you have any questions concerning this request please contact me at [insert e-mail address and phone contact]

Thank you for your assistance in this matter.








Sincerely,








(Your Signature)








(Your Name Typed)








(Your Title Typed)

In some cases, a MySpace.com user may consent to your request for information. This can facilitate the process, and avoid the investigation team’s need to obtain a warrant, court order or subpoena

Sample Consent Form

(Must be on Your Agency Letterhead)

I, "XYZ", being duly sworn, on this [insert date] do hereby state the following:


I have one or more profiles on MySpace.com. 


The URLs / FriendIDs are: ________________________________________________________________________________________________________________________________________________


I understand that the "ABC" agency is conducting an official criminal investigation and has requested that I grant my consent to authorize the "ABC" agency to access, request, receive, review, copy and otherwise utilize, as they deem appropriate, all information of any kind held by MySpace.com relating to my MySpace.com profiles/accounts.


I hereby authorize MySpace.com to provide to any agent of the above referenced agency, any and all records relating to my MySpace.com profile/account, including, without limitation: (Please list each type of information you are requesting. See suggested requests above.)


Pursuant to this Consent, I waive any claims against, indemnify and hold harmless MySpace.com and its directors, officers, agents, employees and affiliates from and against any claims, damages or expenses relating to or arising from, in whole or in part, the disclosure of such information, records and data. 

I have not been promised anything in exchange for providing this consent and authorization.

[Insert whether the account is to be locked or accessible during the investigation]

In witness whereof, the undersigned makes the above statements under penalty of perjury. 

Member Signature and Printed Name




Date

Law Enforcement Witness Signature, Printed Name 

and Printed Title






Date

Overview of MySpace.com’s Terms of Use Agreement

MySpace’s Terms of Use Agreement contains the rules for use of the site by users.  Unfortunately, as with any set of rules, the rules governing the use of MySpace are violated by users from time to time.   We are not always able to identify those violations in a timely manner.

· These are some of the key points in our Terms of Use Agreement:
Users must be age 14 or older to be on MySpace.com.

· Users are not allowed to post personally identifiable information on their profile (last names, telephone numbers, addresses, etc)

· Users are not allowed to use the site for commercial purposes

· Users are solely responsible for the content they publish and display

· Members are responsible for their personal disputes with other members

· We reserve the right to delete any profile from our service

· We may review “private” content at our discretion

Overview of Safety Settings

MySpace.com offers a range of settings for users to protect themselves from unwanted attention.

· Block user – This will prevent users from being able to private message or post comments/journal responses on another user’s profile.

· Restricting journal entries to friends only.

· Privacy Settings – Hide online status, approving comments, requiring email/last name in order to add as a friend, Friend only Blog comments and Friend only Group invite.

· IM Privacy Settings – Controls who can instant message a user.

Cybercrime Websites and Resources

www.whois.sc: Reverse DNS and Website lookup to see who owns an IP address or Web Address.

www.wiredsafety.org: Resource for online safety
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